
APFS And The Apple File System
APFS, used on Macs, iPhones, and iPads, preserves deleted and prior data states more often
than expected. This guide details how copy-on-write, snapshots, and clones work, where
evidence resides, and how to recover and interpret this information for legal proceedings,
highlighting common mistakes and technical limits.
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Questions and answers

If a file was deleted from an Apple device, is it recoverable?

Often, and more reliably than on older systems (§4, §5, Example 1). APFS uses
copy-on-write, so changes write new data and leave old data recoverable, and it takes
snapshots, point-in-time pictures of the whole file system, that frequently hold deleted files
and earlier versions intact. A document gone from the live file system is very often recovered
whole from a snapshot that predates its deletion, or from remnants in free space, provided
the device is preserved before the data is overwritten or the snapshots pruned.

What is an APFS snapshot, and why does it matter?

A snapshot is a frozen picture of the entire file system at a moment in time (§4). The operating
system and Time Machine create them automatically, so a device usually holds several without
the user knowing. They matter because they can preserve files as they were at a past
moment, including material since deleted or altered, making them the richest source of prior
states on an Apple device and a powerful way to prove what existed on the device, and when.

Can we prove a document was altered after it was signed?

Frequently, using APFS (§5, §7, Example 2). Because APFS retains earlier data, a prior
version of the document can often be recovered from a snapshot or copy-on-write remnants,
and compared with the version relied on. If the comparison shows a change made after the
purported date, that exposes the alteration or backdating (guide 109). The interpretation is done
carefully, reading timestamps and clone relationships correctly, so the comparison rests on a
sound understanding of each recovered version.

Why does it matter whether something is a clone?

Because a clone is not an independent copy (§3, §6, Example 3). APFS clones share the same
underlying data until one is changed, so two apparent copies may really be one object with two
names, not two separate duplicates that were made and moved. Mistaking a clone for
independent duplication overstates the facts. Establishing the clone relationship before drawing
conclusions about copying or distribution is essential to an accurate account, which is why
interpretation matters as much as recovery.

How urgent is preserving an Apple device for APFS recovery?

Quite urgent (§4, §5). Copy-on-write remnants survive only until their space is reused, and
snapshots are pruned over time, so continued use of the device steadily erodes what can be
recovered. Preserving the device promptly, and acquiring it while snapshots and remnants
remain, maximises recovery. As with the Mac acquisition itself (guide 131), the device should
be preserved without c are less use, and the sooner it is examined, the more of its past
survives.

Do APFS timestamps tell us exactly when things happened?

They are valuable but must be read with care (§6). APFS records several timestamps per
file, which help build timelines, but copy-on-write and cloning mean a timestamp may not mean
what it appears to at first glance, since a change writes new structure. So the metadata is
interpreted by someone who understands APFS behaviour, and findings are stated at honest



confidence, using snapshots as reliable dated checkpoints where possible, rather than reading
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