Can File Timestamps Be Trusted

File timestamps are records, not facts. This guide details the different timestamp families,
common causes of innocent rewrites, and how manipulation leaves traces. It covers
trustworthiness in practice, common mistakes, and when to involve a digital forensic expert.
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Questions and answers

The file says it was created after it was last modified. Is that proof of tampering?

Almost never: it is the signature of a copy, a cross-volume move, an extraction or a restore,
which give the new file-system entry a fresh created date while preserving the content's
modified date (84): Example 1's leaver- process move. It becomes a question only when the
copy cannot be traced and the other families disagree with the claimed history.

Which timestamps are most reliable?

Server-side stamps from synchronised platforms (version rungs, audit events, email server
hops), corroborated by each other (83, 87): they are written by clocks the user does not
control and stored where the user cannot edit. Local file-system and document-internal
stamps are indicative: useful, editable, and graded accordingly.

Can timestamps really be faked?

Yes, trivially, with free tools or a clock rollback: and the faking leaves traces: NTFS's second
timestamp set, the journal's order in g, the logged clock change, the application build that
postdates the claimed date, and the platform or transmission record that disagrees (86):
Example 2's resolution was exposed by all four. The forger controls the value, not the context.

Our device's clock was wrong. Are its timestamps useless?

No: a systematically wrong clock is calibrated against reference events (a received email, a
server-logged sync, a dated photograph) to establish the offset, and the stamps corrected
within stated bounds (85, guide 96 84). What is useless is a wrong clock nobody knew about; a
known offset is just arithmetic.

The other side's chronology rests on file dates. How do we test it?

With 87's checklist in reverse: which family is each date from, which clock wrote it, what
corroborates it, what innocent o per at i on might explain any anomaly, and do 86's traces exist:
then 811's requests for the platform, journal and clock records that answer. Chronologies

built on single local stamps rarely survive the questions (guide 96 Example 3).

Does opening afile change its timestamps?

It can change the accessed stamp (where access-time updating is enabled), and some
applications rewrite modified stamps or internal fields on open and auto-save: which is why
evidence is imaged write-blocked before anyone reads it (§7), and why the "quick look"
before instruction is the error guide 97 83 warns against. The stamps as found are the
evidence; handling rewrites them. cflab. u k - e-disc ove r y. u k ©2026 Computer Forensics
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