Can You Prove A USB Drive Was Connected

This guide for UK lawyers explains how to prove a USB drive connection through forensic
analysis of the artefact stack, identifying specific devices via serials, and establishing
connection timing. It also clarifies what connection evidence does not prove, aiding in data
theft and exfiltration cases.
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Questions and answers

How certain is device identification, really?

For devices with hard w are serials: as certain as digital identification gets: the serial is
manufacturer-embedded, machine-independent and recorded identically wherever the device
goes; matching entries across machines and to the recovered stick is a like-for-like
comparison the report can make without hedging. For the serial-less minority, identity is a
convergence finding (volume identity, timing, model) and is expressed as such. The examiner
tells you which class your device is in on day one.

Can someone delete the connection records?

Partially, with effort, and rarely cleanly: the records live in multiple stores with different
clean-up resistance; consumer "privacy" tools miss several; and the scrubbing itself (cleaner
execution in the artefacts, registry gaps with telltale shapes, cleared logs writing their own

final entry) tends to be provable and dated. Meanwhile the cross-machine copies, the backups'
older hives and any corporate tooling remain untouched. Post-duty scrubbing thus usually
converts a connection case into a spoliation case: an upgrade for the other side.

The connection was two years ago. Too late?

Often not: the registry identity and set up a p i anchor survive ordinary use for years, and
backups can reach further. What fades is texture: event-log sessions rotate away, recency
artefacts cap out: so the two-year case tends to establish the device and its first meeting
firmly, with fewer intermediate occasions. Whether that suffices depends on what the case
needs the timeline to carry: an examiner's scoping view, from the actual image, costs a day.

He says the stick was for personal photos. How is that tested?

On the access layer and the device: what the LNK files and shellbags show being opened from
the volume (holiday folders or the CRM export); what the source systems record being
touched in the connected windows; and, on delivery-up, what the stick holds and held (deleted
material included) against the claim. Personal-use explanations are frequently true and
frequently checkable: the pattern method neither presumes guilt nor takes assertions on trust,
which is precisely why its findings carry weight in both directions.

Do phones connected by cable show up like memory sticks?

Differently: modern phones present as media devices (MTP) or charge-only, not mass
storage; they leave their own connection records (device identity, times) but not drive letters
or volume serials, and file movement through MTP leaves thinner machine-side traces. The
examiner treats the classes separately: a phone-cable finding supports presence and, with
access artefacts, use, but the mass-storage inferences do not transplant. Phone- side
evidence (the mobile guides ahead) then carries what the PC side cannot.

What single step most strengthens a USB case?

Get the device. Delivery-up, sought early and enforced, converts every machine-side

inference into direct evidence: contents, hashes, deleted files, the stick's own dates: and
Example 3 shows even the destructive response to an order becoming evidence. Second place:
preserve the whole fleet before reissue, so the serial's itinerary can be walked. Everything
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