
C C T V  E V I D E N C E    ·    A  G U I D E  F O R  U K  L A W Y E R S

CCTV Evidence

Recorders, Retention Loops and the Footage That Overwrites Itself While You

Draft the Letter

CCTV decides cases across the whole litigation landscape: personal injury and highway claims,

employment dismissals, criminal defence, insurance fraud, disputes about who did what at a

loading bay at 06:40. It is also the fastest-perishing evidence class in this series: most systems

overwrite on loops measured in days or weeks, exports are made by untrained hands into

proprietary players, recorder clocks drift by minutes and stay wrong for years, and modern cloud

cameras answer to retention plans nobody in the dispute has read. This guide covers the

recording estate from DVRs to doorbells, the preservation race and how to win it, export methods

that keep footage evidential, clock verification and timeline synchronisation, authenticity

examination in the deepfake era, and the UK GDPR rules governing footage of everyone else in

frame. 
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§  A B O U T  T H E  A U T H O R

P R E PA R E D  B Y  C O M P U T E R  F O R E N S I C S  L A B  E - D I S C O V E R Y  T E A M

Computer Forensics Lab is a London-based digital forensics and electronic disclosure practice established in

2007. CCTV work runs through its civil, criminal and insurance casework: urgent preservation and recorder

imaging, native-format export and playback solutions, clock verification and multi-camera synchronisation,

authenticity examination and enhancement, and CPR Part 35 reporting on what footage does and does not show.

Its eDiscovery arm, e-discovery.uk, hosts video estates beside the documentary record.

ESTABLISHED 2007 ·  LONDON ISO 17025-ALIGNED PROCEDURES CCTV & VIDEO FORENSICS

CLOCK & TIMELINE VERIFICATION CPR PART 35 EXPERT REPORTS

FULL CHAIN-OF-CUSTODY DOCUMENTATION
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§  0  1  ·  O R I E N T A T I O N

Executive summary

T H E  H E A D L I N E  P O I N T :  C C T V  I S  W O N  O R  L O S T  I N  T H E  F I R S T  W E E K :  P R E S E R V E  B E F O R E

T H E  L O O P ,  E X P O R T  N A T I V E L Y ,  V E R I F Y  T H E  C L O C K

Three disciplines decide almost every CCTV matter. Speed: recorders overwrite on loops of days to a few

weeks, so the preservation request: to every system that could have seen the events, not just the obvious

one: goes out immediately, and the recorder itself (or a forensic image of its storage) is secured where the

footage is central. Native export: footage is collected in the system's original format with its player,

metadata and logs, hashed on acquisition: phone-filmed screens and transcoded email attachments

surrender resolution, frame rates and timestamps that later questions need. Clock truth: recorder clocks

drift and nobody corrects them; the offset is measured against verifiable references before any time on

screen is pleaded, and multi-camera timelines are built on corrected time. Authenticity examination

(continuity, encoding history, tamper indicators) answers the growing challenge culture, and UK GDPR

governs the bystanders in frame throughout.

The loop is the deadline: identify every camera with sight of the events and get preservation requests out in

days, not weeks.

Native or degraded: original-format export with player and metadata, hashed: screen recordings are a last

resort, labelled as such.

Never trust the on-screen clock: measure the offset, document it, and plead corrected times only.

Absence needs explaining: gaps, missing cameras and "system was broken" claims are investigated, not

accepted: maintenance and download logs usually answer.

Bystanders have rights: UK GDPR and the Surveillance Camera Code shape retention, disclosure handling

and redaction of third parties.

• 

• 

• 

• 

• 
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§  0  2  ·  F I R S T  P R I N C I P L E S

The problem in plain English: evidence on a countdown

Every other evidence class in this series degrades by neglect; CCTV destroys itself by design. A recorder is a

fixed disc writing forever: when full, it overwrites the oldest footage, and most systems are sized for seven to

thirty-one days. The incident happens; the parties exchange solicitors' pleasantries; and on day nineteen the only

independent witness quietly erases itself, lawfully, in the ordinary course. No spoliation, no remedy, no footage:

the commonest CCTV failure by a distance, and entirely procedural.

The practice answer is a reflex: on any matter where cameras could have seen anything, the first afternoon's

work is a camera census (the parties' own systems, neighbours, the highway, buses and taxis, doorbells,

shopfronts along the route) and preservation letters to each operator, with the retention question asked

expressly: how long does your system keep footage, and will you secure this window today. Everything else in

this guide assumes the race was won.
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§  0  3  ·  T H E  E S T A T E

The recording estate: DVRs, NVRs, cloud cameras and doorbells

DVRs and NVRs: the commercial mainstay: analogue or IP cameras writing to a local recorder with proprietary

file systems, per-channel settings (resolution, frame rate, motion-only recording), operator logs and an export

port: the machine to preserve, and where footage is pivotal, to image.

Cloud and hybrid systems: modern estates stream to provider storage on subscription retention plans:

preservation is a provider request against a plan deadline, and account audit logs (views, downloads,

deletions, setting changes) travel with the footage.

Doorbells and consumer cameras: Ring, Nest and kin: event-triggered clips in cloud accounts with short

plan-dependent retention, owner-controlled deletion, and companion-app records: the residential dispute's

usual witness, requested through the owner fast.

Body-worn and vehicle systems: BWV, dashcams and fleet telematics cameras: offload workflows, docking

logs and fleet-platform retention: the mobile wing of the estate, censused like the fixed one.

Public-space and third-party systems: local-authority and police-operated networks, transport operators,

neighbouring businesses: each with its own retention and its own request route (subject access, s.35 DPA

requests, court orders): the census names them all with owners and deadlines.

• 

• 

• 

• 

• 
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§  0  4  ·  T H E  R A C E

The preservation race: stopping the overwrite

The camera census, day one: map sightlines and routes, list every system that could have captured anything,

identify operators and retention periods: the §11 letters follow the census within the day.

Securing your own client's system: stop scheduled overwrites where the system allows (mark clips

protected, expand retention, or take the recorder out of service once exported); document every step,

because the preserving party's handling will be examined too.

Third-party requests: clear, narrow, urgent: date, time window with margin, cameras or areas, and an offer to

collect professionally: narrow requests get honoured; "all footage" requests get queued past the loop.

The recorder as exhibit: where footage is the case, the storage is imaged or the recorder secured: exports

alone leave behind the logs, settings and unexported channels that later questions turn on.

Deleted-footage windows: overwritten is generally gone, but deleted-not-yet-overwritten clips, cloud recycle

layers and fragment carving from imaged discs give a narrow recovery margin: assessed immediately,

promised never, per this series' standing rule (and guide 121 will treat recovery in depth).

• 

• 

• 

• 

• 
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§  0  5  ·  G E T T I N G  I T  O U T  I N T A C T

Export and collection: keeping footage evidential

Native format first: the system's original files with its proprietary player, all relevant channels, generous time

margins, and the recorder's metadata and logs: hashed at acquisition, logged into custody per ISO/IEC 27037.

The degradation ladder: native export, then system-transcoded export, then screen capture: each rung losing

resolution, frames or metadata: the rung used is recorded, and phone-films-of-monitors are emergency

measures labelled as such.

Working copies, sealed originals: analysis and disclosure run on hashed copies; the original export and

image stay sealed: the guide-one discipline, video edition.

Playback engineering: proprietary formats need their players or forensic conversion with documented

settings: productions include what the other side needs to actually watch the evidence, which defuses a

whole genre of procedural complaint.

Audit the exporter: who exported, when, using which method, from which recorder state: the export's own

provenance documented, because challenge culture starts there.

• 

• 

• 

• 

• 
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§  0  6  ·  T I M E

Clocks, synchronisation and the timeline

Assume drift: recorder clocks are set once, drift minutes per year, and survive DST changes badly: the on-

screen time is a claim about time, not time.

Measure the offset: against NTP-checked references at collection, or retrospectively against verifiable events

in frame (transactions with till records, phone calls with operator logs, vehicles with telematics): offset and

method documented, corrected times pleaded.

Multi-camera synchronisation: each system corrected to a common reference before sequences are cut:

cross-camera continuity (the same vehicle passing both views) verifying the alignment.

Motion-triggered gaps: motion-only recording produces honest gaps: distinguished from tampering by

settings and event logs before anyone pleads "missing footage".

The timeline deliverable: corrected, synchronised, source-attributed sequences interleaved with the

documentary record per guide 70: the seven-minutes-fast DVR of this firm's foundational guide remains the

emblem: uncorrected clocks convict the wrong chronology.

• 

• 

• 

• 

• 
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§  0  7  ·  R E A L ,  C L E A R ,  A N D  F A I R L Y  R E A D

Authenticity, enhancement and interpretation

Authenticity examination: container and encoding analysis (generations, re-encodes, editing traces), frame

continuity and timestamp sequences, recorder logs against the clip: answering both real challenges and

reflexive "it could be a deepfake" ones with method rather than assertion.

The deepfake question, honestly: synthetic video is a live risk for footage of unverifiable provenance: the

defence is provenance (native export from an identified recorder, hashed at collection, custody documented),

which is why §5's disciplines carry more weight every year.

Legitimate enhancement: brightness, contrast, stabilisation, magnification and frame interpolation for

viewing: documented, reversible, applied to copies: enhancement clarifies what pixels exist; it must never

manufacture what they do not.

Interpretation limits: compression artefacts, low light, frame rates and perspective set boundaries on

identification and action reading: experts state what the footage supports and where it runs out, per CPR Part

35 and the standing fairness rule.

Facial and object comparison: identification evidence has its own methodology and its own error rates:

instructed as a distinct discipline where it matters, never eyeballed into a witness statement.

• 

• 

• 

• 

• 
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§  0  8  ·  T H E  W I D E R  M A P

Source architecture: where else the evidence lives

Per this series' source-architecture discipline: the obvious recorder is one node in a wider seeing estate. The

events may also live in: other cameras on the census (neighbours, highway, transport, doorbells, shopfronts);

cloud accounts above hybrid systems, with their audit logs; clips already exported before the loop took the

source (to insurers, police, managers' phones, WhatsApp: each a dated copy); recorder logs and settings even

where footage is gone (proving what recorded, what was viewed, what was downloaded and when); the digital

periphery that corroborates without pictures (access-control logs, tills, telematics, phone location: guides 78 and

124's territory); and the human periphery of witnesses who watched footage that no longer exists, whose

evidence of viewing is weaker but not nothing. When the primary footage is overwritten, the census copies and

the periphery rebuild the events: and the recorder's own logs date what was lost and who last watched it.

Fallback strategy in one line: when the loop has taken the footage, work the census, chase the copies already

exported, and rebuild the events from the logs and the periphery: absence of video is not absence of evidence.
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§  0  9  ·  I N  T H E  W I L D

Worked examples

E X A M P L E  1  ·  T H E  C E N S U S  T H A T  B E A T  T H E  L O O P

A cyclist was injured at a junction; the obvious camera belonged to a petrol station whose fourteen-day

loop had already run by the time liability was denied. The census saved the claim: a bus operator's forward

camera (28-day retention, preserved on day 19) caught the approach; a pharmacy doorbell across the

road held a motion clip of the impact in a cloud account; and the defendant's own dashcam, named in the

preservation letter before he thought about it, recorded everything including his speed readout. Three

systems, three clocks, one corrected timeline: the bus's GPS-disciplined timestamp anchored the other

two, and the "sudden swerve" defence was withdrawn on exchange of the synchronised sequence.

E X A M P L E  2  ·  T H E  G A P  T H A T  H A D  A  S E R V I C E  T I C K E T

An employee dismissed for a warehouse assault claimed the employer had destroyed footage showing him

acting in self-defence: the recorder held every camera for the day except the two covering the relevant

aisle, which stopped at 11:40 and resumed at 15:05. The tribunal-ready spoliation point dissolved under the

recorder's own records: the two cameras ran on a PoE switch that failed at 11:40 (health log), a

contractor's ticket logged at 12:15 described the fault, and the 15:05 resumption matched the switch

replacement invoice. The gap was real, innocent and documented: and the employer's disclosure of logs it

was never asked for did more for its credibility than the missing footage could have.

E X A M P L E  3  ·  T H E  C L I P  W I T H  T W O  E N C O D I N G  L I V E S

In a neighbour-dispute harassment claim, the complainant produced a doorbell clip of the defendant

"shouting threats" at her gate. Examination found the clip had two encoding generations and a container

timestamp eleven days after the pleaded date; the audio track's spectral floor changed abruptly mid-clip;

and the provider's account records: obtained on request: showed the original event clip, forty seconds

longer, in which the "threats" were the defendant reading out the complainant's own note left on his

windscreen. The produced version had been trimmed and re-saved to remove the context. The claim

collapsed, and the costs order referenced the provider records that the produced clip had not expected to

meet.
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§  1  0  ·  W H E R E  I T  G O E S  W R O N G

Common mistakes and technical limitations

Common mistakes

Losing the race: the census delayed past the loop: the class error, and unrecoverable.

Phone-filmed screens as the collection: resolution, frames and metadata surrendered at the first step.

On-screen times pleaded raw: the seven-minutes-fast conviction: offsets unmeasured, chronologies wrong.

Exports without the recorder's logs: the footage taken, the context (settings, viewing history, download

records) left to the loop.

Gaps pleaded as tampering unchecked: Example 2's trap: motion settings and maintenance records unread.

Produced clips accepted at face value: Example 3's lesson: provenance and encoding examined before

footage anchors a case.

GDPR ignored: bystander footage over-retained, over-shared or produced unredacted: a parallel liability

grown inside the evidence exercise.

Technical limitations

Overwritten is generally gone: the recovery margin is narrow and disc-dependent: stated honestly, never

promised.

Compression bounds interpretation: artefacts mimic and mask detail: identification and action findings live

inside the footage's technical limits.

Proprietary formats resist tooling: some systems export poorly or play only in their own software: playback

engineering is real work, budgeted.

Clocks without references stay uncertain: where no verifiable event anchors the offset, times carry stated

error bars.

Enhancement cannot create pixels: what was not resolved was not recorded: the CSI expectation managed

early with clients and tribunals alike.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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§  1  1  ·  I N T E R R O G A T O R I E S  &  D R A F T I N G  A I D S

Questions to ask · Suggested wording

Ask your client

What could have seen this: your cameras, neighbours', vehicles', doorbells: and what are each system's

retention days?

Has anything already been exported, viewed or shared: by whom, to whom, in what format?

Is the system now protected against overwrite, and who administers it?

Ask your opponent

Please preserve immediately all footage from [premises/systems] for [window with margin], together with the

recorder's settings, operator, export and maintenance logs, stating each system's retention period and

confirming the steps taken today to prevent overwriting.

Please produce the footage in native format with the original player and metadata, identifying who exported it,

when, by what method, and whether any copies, clips or edits have been made.

If any relevant camera or period is unavailable, please state precisely why, producing the system health, fault

and maintenance records relied upon.

Ask your eDiscovery / forensic provider

What is each system's measured clock offset, and what anchors it?

Is the produced footage first-generation, and does its encoding history support its claimed provenance?

What do the recorder and account logs add: viewing, exports, settings, gaps?

S U G G E S T E D  WO R D I N G  ·  C C T V  L I M B  F O R  T H E  P R E S E RVAT I O N  L E T T E R

"Your client must immediately preserve all CCTV and video recordings capturing or capable of capturing

the events of [date/window], including footage from all fixed, cloud, body-worn, vehicle and doorbell

systems under its control, together with: (a) the recording devices and their storage media, which must not

be reused, reformatted or disposed of; (b) all system settings, operator, viewing, export, health and

maintenance logs; and (c) all copies, clips or exports already made, wherever held. Recording loops or

automatic deletion affecting this window must be suspended today, by protecting the relevant clips,

extending retention or removing the recorder from service after professional export. Please confirm the

steps taken, and each system's retention period, within [2] days. We offer forensic collection at our client's

cost to minimise disruption."

• 

• 

• 

• 

• 

• 

• 

• 

• 
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§  1  2  ·  Q U I C K  C O N T R O L

Checklist and red flags · When to involve a digital forensic
expert

The CCTV checklist

Red flags

Retention loops shorter than the correspondence timetable: act today.

Footage produced as screen recordings or re-encoded clips: Example 3's class.

Convenient gaps without health-log explanations.

On-screen clocks matching claimed times suspiciously exactly.

Exports made by interested parties with no method documented.

"System wasn't working" claims unaccompanied by fault records: Example 2 inverted.

Trimmed clips whose context changes their meaning.

When to involve a digital forensic expert

Immediately on any matter where the loop is running: the census and collection are the expert's first-day work; at

export, where native acquisition, imaging and playback engineering keep footage evidential; at analysis, where

clock verification, synchronisation, authenticity examination and documented enhancement build the timeline

(Examples 1-3's machinery); and at reporting, where what the footage shows: and where it runs out: is stated

under CPR Part 35. Through e-discovery.uk, video estates are hosted reviewable beside the documentary

record, synchronised per guide 70.

Camera census completed day one; retention periods established per system☐

Preservation letters out within the shortest loop; steps confirmed in writing☐

Client's own system protected and its handling documented☐

Native-format export with player, metadata and logs; hashed; custody logged☐

Recorder imaged or secured where footage is central☐

Clock offsets measured and documented; corrected times used throughout☐

Multi-camera timelines synchronised and source-attributed☐

Produced footage authenticity-checked before reliance☐

Gaps investigated against settings and maintenance records☐

UK GDPR handling: minimisation, security, third-party redaction: applied☐

• 

• 

• 

• 

• 

• 

• 
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§  1  3  ·  C O M M O N  Q U E S T I O N S

Frequently asked questions

How long do businesses actually keep CCTV?

Commonly seven to thirty-one days on self-overwriting loops, with cloud plans in similar ranges and doorbells

often shorter: but it is a per-system fact, not a rule: which is why every preservation letter asks the retention

question expressly and why the census happens the first afternoon. Assume the shortest plausible loop and

move at its speed.

The footage has already been overwritten. Any hope?

A margin, not a promise: deleted-but-not-overwritten clips, cloud recycle layers and fragment carving from an

imaged disc occasionally recover material, and §8's map: other census cameras, copies already exported, the

logs and periphery: rebuilds events without the primary pictures. What is genuinely overwritten is gone; what the

estate holds elsewhere is usually more than first appears.

Is a phone recording of the CCTV monitor admissible?

Admissible, and vulnerable: it is evidence of what a screen showed, with resolution, frames and metadata lost

and provenance questions attached: weight, not admissibility, is where it suffers. Treat it as the emergency rung it

is: use it to justify urgent native collection, not as the collection.

The other side says our clip is a deepfake. Now what?

Meet method with method: provenance (native export from an identified recorder, hashes from acquisition,

custody unbroken) plus examination (encoding generations, container consistency, frame and audio continuity) is

how genuine footage answers the challenge: and why footage collected per §5 rarely fears it. A reflexive

deepfake allegation against documented provenance tends to cost its maker credibility: invite it into the expert

channel and let the reports speak.

Can we enhance the footage to read the number plate?

Only if the pixels exist: legitimate enhancement (contrast, stabilisation, frame integration) can clarify marginal

detail, and sometimes several low-quality frames combine into a readable plate: but nothing lawful invents

resolution that was never captured. An examiner will tell you quickly which side of the line your footage sits: ask

before pleading what it shows.

Do we have to redact other people before disclosing footage?

Handle, and often redact: footage of identifiable bystanders is personal data: disclosure into proceedings is

lawful with proper basis, but UK GDPR minimisation, security and fairness still apply, and blurring uninvolved third

parties (especially children) is standard good practice the court will expect. Build redaction time into the video

workflow rather than discovering it at bundle stage.
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§  1  4  ·  R E F E R E N C E

Glossary

BWV

Body-worn video; officer- or staff-carried cameras with

docking workflows.

Clock offset

The measured difference between a recorder's clock and

true time.

DVR / NVR

Digital / network video recorders; the local recording

appliances.

Encoding generation

Each re-save of video; counted in authenticity work.

Loop / overwrite cycle

The self-erasing retention period of a recorder.

Motion-triggered recording

Recording only on detected movement; source of honest

gaps.

Native export

Footage in the system's original format with player and

metadata.

PoE

Power over Ethernet; camera power and data on one cable

(Example 2's switch).

Retention plan

A cloud system's subscription-defined storage period.

Synchronisation

Aligning multiple corrected clocks onto one timeline.

Sources and authoritative references

The CCTV disciplines in this guide draw on materials published by our laboratory and e-discovery practice, referenced here

as sources:

cflab.uk, digital forensics services (CCTV collection and imaging, clock verification, authenticity examination, enhancement,

CPR Part 35 reporting): cflab.uk/digital-forensics-services · guides library: cflab.uk/guides

e-discovery.uk, EDRM Phase 01 · Identification, Phase 02 · Preservation and Phase 03 · Collection (the camera census in the

data map; loop-beating preservation; native acquisition): e-discovery.uk/edrm/identification · e-discovery.uk/edrm/

preservation · e-discovery.uk/edrm/collection

e-discovery.uk, practice method and Knowledge Centre: e-discovery.uk · e-discovery.uk/knowledge

ICO, video surveillance guidance and UK GDPR resources: ico.org.uk, video surveillance

Biometrics and Surveillance Camera Commissioner / Surveillance Camera Code of Practice: gov.uk, surveillance camera

code · Forensic Science Regulator, Code of Practice: gov.uk, FSR Code

PD 57AD, CPR Part 31 and CPR Part 35: justice.gov.uk, PD 57AD · justice.gov.uk, Part 35 · ISO/IEC 27037: iso.org, 27037

D I S C L A I M E R

This publication provides general information about CCTV evidence as at August 2026. System

capabilities, retention behaviour and provider policies vary by product, plan and configuration and change

on vendors' schedules; verify the current position for the systems in the matter at hand. The worked

examples are fictional. This guide is not legal advice, does not create a professional relationship, and

should not be relied upon in place of advice on the facts of a specific matter from a qualified lawyer or a

suitably qualified forensic practitioner. Links were live at the date of publication.

• 

• 

• 

• 

• 

• 
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https://cflab.uk/digital-forensics-services
https://cflab.uk/guides
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https://e-discovery.uk/edrm/collection
https://e-discovery.uk/
https://e-discovery.uk/knowledge
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-surveillance/
https://www.gov.uk/government/publications/update-to-surveillance-camera-code
https://www.gov.uk/government/publications/update-to-surveillance-camera-code
https://www.gov.uk/government/publications/forensic-science-regulator-code-of-practice
https://www.justice.gov.uk/courts/procedure-rules/civil/rules/practice-direction-57ad-disclosure-in-the-business-and-property-courts
https://www.justice.gov.uk/courts/procedure-rules/civil/rules/part35
https://www.iso.org/standard/44381.html


§  H O W  A  S P E C I A L I S T  L A B O R A T O R Y  C A N  A S S I S T

Working with Computer Forensics Lab

CCTV instructions at the laboratory start at the census: same-day identification of every system with sight of the

events, preservation letters against each loop, and collection visits that take footage natively with its logs, players

and hashes: imaging recorders where the case warrants it. Analysis delivers the corrected, synchronised

timelines of Example 1, the gap investigations of Example 2 and the authenticity examinations of Example 3, with

enhancement documented and interpretation bounded honestly under CPR Part 35. Bystander data is handled to

UK GDPR standards throughout, with redaction built into the production workflow. Through e-discovery.uk,

video sits reviewable beside the documentary record on one chronology. Conflicts checks, confidential scoping

discussions and fixed-fee estimates are routine; and if there is a camera and a loop anywhere near your incident,

the census call is today's, not next week's.

Speak to a forensic examiner, not a salesperson.

Describe your matter in confidence and an examiner will respond the same working day. Conflicts checks and

scoping calls with US counsel are routine.

Computer Forensics Lab Ltd · Euro House, 133 Ballards Lane, Finchley, London N3 1LJ, United Kingdom

cflab.uk · Customer service +44 (0)20 7164 6915 · ICO ZB395023 · NPCC · ISO 17025 aligned practice · UK Gov Digital Marketplace 

I  N  S  T  R  U  C  T     T  H  E     L  A  B

N E W  E N Q U I R I E S

+44 (0)20 7164 6971

E M A I L

info@cflab.uk

E - D I S C O V E R Y

e-discovery.uk
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