Detecting Backdated Or Manipulated
Documents

Detecting backdated or manipulated documents involves forensic examination of internal
evidence, such as metadata and anachronisms, and external corroboration from the
document's expected environment. This guide details methods for identifying alterations and
provides insights into grading findings and common pitfalls.
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Questions and answers

Can a backdated document really be detected if the forger changed all the dates?

Usually: the dates are the easy part; the application build, fonts, features, revision identifiers
and drafting signature inside the file (§3-84), and the ladder, logs, recipients and backups
outside it (85), are the hard part, and forgers rarely manage all of them: Example 1 failed on
its producer string, Example 2 on its revision IDs and empty world. The careful forger who
ages the internals still cannot insert the document into last year's backups.

The other side says our document is fabricated because its file date is recent. What now?

Run the exam in at i on yourself, first: the recent date is usually a copy or export artefact
(guide 108 84, Example 3 here), and the platform record, the recipients' copies and the period
backups will corroborate the true date: the party that proves authenticity holds the hearing.
Demand the native and the corroboration through 811's requests if the accuser has them.

What if the document only exists as a scan or a PDF?

The scan carries the scanner's metadata and the PDF its producer's, both dateable (84), and
the external tests (85) apply in full: where was the document sent, backed up, referenced?
The absence of a native original where one should exist is itself a red flag; the paper original,
if claimed, is examined by a questioned-document specialist under guide 100's matching.

How confident can an expert be that a document is forged?

As confident as the graded evidence allows (87): "created no earlier than [date]" from an
anachronism is near- certain; "absent from every expected store" is strong but

circumstantial; "fabricated" combines both and excludes the alternatives. Honest reports state
the grade and its basis; overclaimed ones are dismantled by the first innocent explanation the
examiner failed to address.

Can we tell whether a genuine document was altered after signing?

Frequently: version diffs localise changes to rungs (86), PDF incremental updates preserve
prior states, digital- signature validity breaks on altered content, e-signature platforms record
what was signed with its hash, and the counterparty's executed copy is the control: the
alteration dated, localised and attributed where the evidence allows.

Does this apply to emails and messages as well as documents?

Yes, with format-specific tests (84): header hops and message identifiers date an email's
true transit; presence in server-side stores versus a lone copy in a produced file
distinguishes the sent from the manufactured; and messaging platforms' server records
(guides 63-66) corroborate or contradict the produced screenshot: guide 87's authenticity
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