Investigating Suspected Employee Data Theft

This guide outlines the critical steps for UK litigators, in-house counsel, and investigators
dealing with suspected employee data theft. It covers lawful investigation, evidence collection,
and legal deployment, emphasising preservation and speed.
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Questions and answers

We suspect a departing employee right now. What are the first three actions?

Sequester their devices unpowered, place their accounts on hold rather than deletion, and
export the platform audit logs: 83's freeze, all achievable today: then instruct before anyone
investigates by hand. The order matters because every layer has a clock: retention on the logs,
reissue on the devices, and curiosity on the rest.

Can we search a leaver's work email and files without their consent?

Generally yes for work systems under a lawful, proportionate, documented investigation: 85's
UK GDPR frame: with private material encountered on those systems handled by filter in g
protocol rather than free browsing. What loses cases is not exam in in g work systems; it is
disproportionate trawling and undocumented purpose: the frame is the protection.

The employee used their personal Dropbox and phone. Can we get at those?

Through process: undertakings sought by letter, then delivery-up and imaging orders,
commonly via an independent examiner who reports on relevant material only (87): the
personal estate is reachable, on legal timelines, and the employer-side artefacts (sync
databases, upload logs) usually prove the transfer without it. Plan the route early; do not
self-help into private accounts.

What is springboard relief and why the urgency?

An injunction neutralising the unfair head start taken material confers: restraining its use (and
some time s competitive activity) for the period the advantage would last: which is precisely
why it dies of delay: courts protect head starts still capable of neutralisation. The forensic
fortnight feeds the application; a forensic quarter feeds a damages claim instead.

Our IT team already went through the laptop. Is the case dead?

Damaged, not dead: Example 2's rescue is the standard pattern: the platform, mail, network
and physical layers (88) carry their own copies of the story, and preserved backups often
hold what the end point lost: an examiner maps what survives and states the contamination
honestly. But stop further handling now: each additional touch narrows the rescue.

What if the artefacts have an innocent explanation?

Then finding it early is the win, which ever side you are: Example 3's dismissed application
was expensive for the employer who never ran the 86 pass, and vindicating for the
respondent who did: baselines (sanctioned devices, closure procedures, role-consistent
access) decide what artefacts mean. The examiner's job is the supportable story; the
advocate's job starts after. cflab. u k - e-disc ove r y. u k ©2026 Computer Forensics Lab Ltd
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