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macOS Mail, Messages and Notes Forensics

The Communication Trail on a Mac, and the iCloud Account That Holds It Too

Much of what matters in a dispute is communication: who said what to whom, and when. On a

Mac, that trail runs through three of Apple's own applications, Mail, Messages and Notes, each of

which stores its data locally in its own way and syncs it to iCloud and to the user's other Apple

devices. Mail holds email in local stores that can retain messages long deleted from a server;

Messages carries iMessage and SMS conversations, with attachments, edits and deletions that

behave in particular ways; Notes holds everything from shopping lists to, sometimes, passwords,

seed phrases and confessions, and supports locked notes and rich attachments. For the lawyer,

the important points are that this material is often richer and longer-lived on the Mac and in

iCloud than people assume, that deleted items frequently survive, and that the same data usually

exists in several places across the Apple estate, so it can be reached even when one source is

closed. This guide sets out for UK lawyers where Mail, Messages and Notes keep their data, what

survives deletion, how it is recovered and interpreted, and how the estate corroborates it. 

⏱ Estimated reading time: 24 min read
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§  A B O U T  T H E  A U T H O R

P R E PA R E D  B Y  C O M P U T E R  F O R E N S I C S  L A B  E - D I S C O V E R Y  T E A M

Computer Forensics Lab is a London-based digital forensics and electronic disclosure practice established in

2007. Recovering the communication trail from Apple's Mail, Messages and Notes, on the Mac and across the

iCloud estate, is core to its Apple work: locating the local stores, recovering deleted messages and notes,

interpreting edits, attachments and locked content, and corroborating across devices. The analysis is conducted

on the acquired, decrypted device (guides 131, 133) and reported under CPR Part 35 and CrimPR Part 19 with the

meaning and limits of each source set out.

ESTABLISHED 2007 ·  LONDON ISO 17025-ALIGNED PROCEDURES MAIL, MESSAGES & NOTES RECOVERY

DELETED-MESSAGE ANALYSIS CPR PART 35 EXPERT REPORTS FULL CHAIN-OF-CUSTODY DOCUMENTATION

§  C O N T E N T S
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§  0  1  ·  O R I E N T A T I O N

Executive summary

The headline point: the communication trail on a Mac, in Mail, Messages and Notes, is often richer and

longer-lived than people assume, deleted items frequently survive locally and in iCloud, and the same

material usually exists in several places across the Apple estate, so it can be recovered even when one source is

closed.

Where it lives (§3): Mail keeps email in local stores; Messages holds iMessage and SMS with

attachments in its own databases; Notes stores notes, attachments and locked items, all syncing to

iCloud and paired devices. What survives (§4): deleted emails, messages and notes frequently persist,

in local stores, in recently-deleted areas, in database remnants and in APFS snapshots (guide 132), so

deletion is often not final. Recovery (§5): the local stores and databases are recovered and read on the

decrypted device, with deleted content and attachments reconstructed. Interpretation (§6): senders,

recipients, timing, edits and deletions are interpreted honestly, and locked notes and attribution handled

with care. Deployment (§7): proving what was communicated and when, corroborated across the Mac,

iCloud and paired devices.

The trail lives in many copies: Mail, Messages and Notes sync across the Mac, iCloud and paired devices.

Deleted often survives: emails, messages and notes frequently persist locally, in iCloud and in snapshots.

Local stores are rich: Mail and Messages keep detailed local databases beyond what a server shows.

Interpret edits and locks: message edits, deletions and locked notes are read with care.

Corroborate across the estate: the same conversation on another device confirms and completes it.

Figure 1 - Mail, Messages and Notes each keep local data on the Mac and sync it to iCloud and paired devices, so a communication

deleted from one copy frequently survives in another.

• 

• 

• 

• 

• 

One conversation, many copies across the Apple estate

Mail (local store)

Messages (db)

Notes (db + locked)

The Mac

decrypted, live

iCloud (synced)

Paired iPhone / iPad

Snapshots / backups

deleted from one copy is often present in another
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§  0  2  ·  F I R S T  P R I N C I P L E S

The problem in plain English: the communication trail lives in
many copies

When a dispute turns on communication, the instinct is to ask for the emails or the messages as if they exist in

one place. On a Mac, and across Apple's ecosystem, they do not: the same conversation typically exists in

several copies at once. Apple's Mail application keeps a local store of email on the Mac, which can hold

messages that were deleted from the mail server long ago; Messages keeps iMessage and text conversations,

with their attachments, in its own local databases; and Notes stores notes, their attachments, and even locked,

password-protected notes, in its own store. All three sync to the user's iCloud account and to their other Apple

devices, an iPhone, an iPad, so a message typed on the Mac appears on the phone, and a note made on the

phone appears on the Mac.

This multiplicity is the key to the evidence. Because the trail exists in copies, deleting it from one place does not

necessarily remove it from the others: an email deleted from the server may remain in the Mac's local store; a

message deleted on the phone may survive in a Mac database or an iCloud copy; a note deleted everywhere may

still sit in a recently-deleted area or an APFS snapshot (guide 132). And because Apple's own applications keep

detailed local databases, the Mac often holds richer information, timing, attachments, edits, than a simple export

would show. For the lawyer, three things follow. The material is frequently recoverable even when a party

believes they have erased it. It must be interpreted with care, because messages can be edited or unsent, notes

can be locked, and a sender is an account, not automatically a person. And it should be corroborated across the

estate, because the same conversation on a second device both confirms it and fills any gaps. This guide sets

out where Mail, Messages and Notes keep their data, what survives deletion, how it is recovered and read, and

how the estate corroborates it.
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§  0  3  ·  W H E R E  T H E  D A T A  L I V E S

Where Mail, Messages and Notes store data

Mail local stores: Apple Mail keeps downloaded email in local mailbox stores on the Mac, so messages,

including ones since deleted from the server, and their attachments can persist locally, a fuller record than the

live server often holds (§4): the local email archive.

Messages databases: the Messages application stores iMessage and SMS conversations, participants, timing

and attachments in local databases, so the conversation history and its media sit on the Mac in structured

form (§5): the local chat record.

Notes store: Notes keeps notes, their rich attachments (images, scans, drawings) and locked notes in its own

store, so a wide range of content, sometimes highly sensitive, lives there (§4): the notebook, including locked

entries.

iCloud sync: all three sync to the user's iCloud account and across their Apple devices, so the same data

exists in the cloud and on the phone and iPad, independent copies of the same trail (§8): the estate-wide

replication.

On the decrypted device: these stores are read on the acquired, unlocked, decrypted Mac (guides 131, 133),

since that is where the local data is accessible, with integrity preserved and the method documented (guides

2, 3): the sound basis for recovery.

0 1

MAIL STORE

0 2

MESSAGES DB

0 3

NOTES STORE

0 4

ICLOUD SYNC

0 5

PAIRED DEVICES

Figure 2 - the three applications' local stores on the Mac, syncing to iCloud and paired devices, so the communication trail exists in

multiple corroborating copies.
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§  0  4  ·  W H A T  S U R V I V E S  D E L E T I O N

What survives deletion

Deleted email in the local store: email removed from the server, or from the visible mailbox, frequently

persists in the Mac's local Mail store or its database remnants, so deleted messages are often recoverable

(guide 4): the email that outlived its deletion.

Deleted messages in databases: deleted iMessages and texts can survive in the Messages database's free

pages, in remnants, and in earlier copies, so a conversation a party deleted may still be reconstructable

(guides 4, 132): the message that persists.

Recently-deleted and trash areas: Mail, Messages and Notes have recently-deleted or trash areas that retain

items for a period before final removal, an easy and reliable recovery source (§5): the grace-period copy.

Snapshots and backups: APFS snapshots and Time Machine and iCloud backups (guides 132, 137)

preserving earlier states of the stores, so items deleted since a snapshot survive intact within it (§8): the

preserved prior state.

Attachments and media: the images, documents and other attachments to emails, messages and notes

persisting alongside, or independently of, the text, so the media survives even where a reference is gone (§5):

the attachment that remains.

• 

• 

• 

• 

• 
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§  0  5  ·  R E C O V E R I N G  A N D  I N T E R P R E T I N G

Recovering and interpreting the content

Recover the stores whole: the Mail store, Messages databases and Notes store recovered from the decrypted

device, including their deleted, recently-deleted and remnant content, so the full communication history is

reconstructed (guide 4): the complete record assembled.

Reconstruct conversations: messages reassembled into their conversations with participants, timing and

attachments, so the exchange reads as it happened rather than as isolated fragments (guide 96): the

conversation restored.

Recover attachments and locked notes: attachments extracted, and locked notes addressed where lawful

access to the note's password or the account allows, so sensitive content is not missed, while respecting the

limits on locked material (§6): the hidden content reached lawfully.

Read the metadata: senders, recipients, timestamps, read status and edit or deletion markers read from the

stores, giving not just content but timing and handling (guide 108): the metadata that dates and frames the

content.

Preserve integrity: the recovery hashed and documented, and the source of each item (which store, which

device, which snapshot) recorded, so the provenance of every recovered communication is clear (guides 2,

3): the accountable recovery.

• 

• 

• 

• 

• 
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§  0  6  ·  A T T R I B U T I O N  A N D  H O N E S T  L I M I T S

Attribution, edits and honest limits

Account, not person: a message or email comes from an account, so attributing it to a person needs care,

especially on a shared machine, and is corroborated rather than assumed (guide 105): the who-sent-it

question kept honest.

Edits and unsending: Messages supports editing and unsending, and the record of an edited or unsent

message may be partial, so an apparent message history is read with an understanding of these features

(guide 100): the edited conversation interpreted carefully.

Deletion is handling, not always intent: a deleted message shows a deletion, which may be routine or

deliberate, so its significance is assessed in context and against any duty to preserve (guides 4, 110): the

deletion read in context.

Locked notes and lawful access: locked, encrypted notes accessible only with the password or through the

account, so they are addressed by lawful means and their inaccessibility, where it persists, stated honestly

(guides 117, 133): the locked note handled lawfully.

State confidence plainly: content, timing and attribution expressed at the confidence the recovered data

supports, distinguishing what is certain (a recovered message with clear metadata) from what is inferred

(guide 100): the honest reading of the trail.

• 

• 

• 

• 

• 
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§  0  7  ·  D E P L O Y M E N T

Deployment: proving communications and their timing

Proving what was said: recovered emails, messages and notes establishing the content of communications in

contract, fraud, employment and family matters, including material a party deleted and believed gone (guides

4, 98): the communication proved.

Proving timing and sequence: the metadata dating messages and placing them in sequence, so who said

what, when, and in what order is established on a timeline (guides 96, 130): the chronology of the exchange.

Exposing deletion and concealment: deleted communications recovered against a party's account of events

or their disclosure, so an omission or a denial is tested against the surviving record (guide 98): the

concealment exposed.

Recovering the telling note: Notes content, a written record, a list, a saved credential or seed phrase (guide

128), recovered where it bears on the matter, a source often overlooked (§4): the notebook mined.

Corroborated, honest presentation: the communications corroborated across the Mac, iCloud and paired

devices, and presented at honest confidence with provenance and attribution stated, under CPR Part 35 or

CrimPR Part 19 (guides 100, 130): the trail deployed defensibly.

• 

• 

• 

• 

• 
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§  0  8  ·  T H E  W I D E R  M A P

Source architecture: where else the evidence lives

Per this series' source-architecture discipline: the Mail, Messages and Notes data on a Mac is one copy of a

communication trail that Apple deliberately replicates across the estate, which is why deletion in one place so

rarely destroys the record. The Mac holds the local stores and their deleted remnants. But iCloud holds the

synced current data and, for some services, recently-deleted areas; the paired iPhone and iPad hold the same

conversations, emails and notes with their own local stores and remnants; APFS snapshots and Time Machine

backups (guides 132, 137) hold earlier states of all three; the mail server and, for iMessage, Apple's own records

may hold further copies reachable by disclosure; and the other party to a conversation holds their side of it. The

discipline is to treat the Mac's copy as one of many, so that a communication absent from the Mac may be

recovered from iCloud, the paired phone, a snapshot, the server or the counterpart. When a message is deleted

from the Mac, the phone or an iCloud copy holds it; when the whole account is wiped, a Time Machine backup or

the counterpart device preserves it; and the estate together gives a fuller, cross-checked communication history

than any single copy.

Fallback strategy in one line: when a communication is gone from the Mac, look to iCloud, the paired device, a

snapshot or backup, the mail server and the counterpart; the trail is replicated, so one deletion rarely erases it.

EVIDENCE

MAC

LOCAL

STORE

ICLOUD

PAIRED

IPHONE /

IPAD

SNAPSHOTS /

TIME MACHINE

SERVER /

COUNTERPART

DELETED /

RECOVERABLE

Email Y: local

store

Y:

synced

Y: same

account

Y: earlier states Mail server Often (guide 4)

Messages Y:

database

Y: if

synced

Y: same

threads

Y: snapshots Counterpart

device

Often (remnants)

Notes Y: store Y:

synced

Y: same

notes

Y: snapshots n/a Recently-deleted /

snapshot

Attachments Y: stored Y:

synced

Y: synced Backup copies Counterpart Varies

Timing /

metadata

Y: in stores Sync

times

Device

metadata

Snapshot time Server headers n/a
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§  0  9  ·  I N  T H E  W I L D

Worked examples

E X A M P L E  1  ·  T H E  D E L E T E D  E M A I L  T H E  L O C A L  S T O R E  K E P T

A party denied ever receiving a key email, and it was indeed absent from the live mail server. The §3 and

§4 Mail analysis found it: Apple Mail's local store on the party's Mac had downloaded and retained the

message, and it survived there, with its attachment and full headers, long after deletion from the server

(guide 4). The §5 metadata confirmed the sender, recipient and time, and the §8 estate corroborated it, the

same email was present in an APFS snapshot and on the paired iPhone. The §6 attribution was handled

with care but was clear on the account. What the party had treated as gone from the server was preserved

in the Mac's own local archive. The lesson is §4's: Apple Mail keeps a local store that frequently retains

email deleted from the server, so a message a party believes has vanished is often recoverable, with its

metadata intact, from the Mac itself and corroborated across the estate.

E X A M P L E  2  ·  T H E  M E S S A G E S  D E L E T E D  O N  T H E  P H O N E  B U T  A L I V E  O N  T H E  M A C

A respondent deleted an incriminating iMessage conversation from his iPhone before it could be examined.

The §8 estate defeated the attempt: because Messages syncs across devices and keeps local databases,

the conversation survived in the Messages database on his Mac, and in remnants and an APFS snapshot

there, and was recovered in full with participants, timing and attachments (guides 4, 132). The §6

interpretation was careful about any edited or unsent messages, and attributed the account with

corroboration. Deleting the thread on one device had not removed it from the others. The lesson is §2's:

the communication trail lives in many copies across the Apple estate, so deleting a conversation on one

device does not erase it from the Mac, iCloud or a snapshot, and the surviving copies routinely allow a

deleted exchange to be reconstructed against the deleter's expectation.

E X A M P L E  3  ·  T H E  N O T E  T H A T  H E L D  W H A T  M A T T E R E D

In an asset dispute, the decisive material turned up in an unexpected place: the Notes application. The §4

and §7 recovery of the Notes store found a note the party had made, and later deleted, recording details

that bore directly on the concealed assets (and, in a related matter, a note holding a cryptocurrency seed

phrase, guide 128). The deleted note survived in the recently-deleted area and an APFS snapshot, and was

recovered intact. The §6 discipline applied: a locked note in the same store was addressed only through

lawful access, and its content treated accordingly. Notes, often overlooked, held what emails and

messages did not. The lesson is §4's: Notes is a rich and frequently ignored source, holding lists, records,

credentials and confessions, and its content, including deleted and recently-deleted notes, is often

recoverable, so the notebook is examined alongside mail and messages, not left aside.

cf lab.uk ·  e-d iscover y.uk

©2026 Computer Forensics Lab Ltd ·cflab.uk ·e-discovery.uk ·info@cflab.uk ·+44 (0)20 7164 6915 Page 11 of 17



§  1  0  ·  W H E R E  I T  G O E S  W R O N G

Common mistakes and technical limitations

Common mistakes

Trusting the server alone: relying on the live mail server and missing the richer, longer-lived local Mail store

(Example 1, §4).

Assuming deletion on one device erases everything: treating a message deleted on the phone as gone,

ignoring the Mac, iCloud and snapshots (Example 2, §8).

Ignoring Notes: overlooking the Notes application, which often holds the most telling content (Example 3, §4).

Missing recently-deleted areas: not checking the trash and recently-deleted stores that reliably hold recent

items (§4).

Attributing to a person carelessly: a message from an account treated as certainly from an individual on a

possibly shared machine (§6).

Misreading edits and unsends: an edited or unsent message history read without regard to those features

(§6).

Not corroborating across the estate: a communication rested on one copy when others could confirm it (§8).

Mishandling locked notes: attempting or overstating access to locked, encrypted notes without lawful means

(§6).

Technical limitations

Locked notes need the password: encrypted notes are inaccessible without the password or account access,

an honest limit (§6, guide 133).

Deletion recovery is not guaranteed: remnants may be overwritten with use, so recovery depends on prompt

preservation (§4, guide 132).

Edits can obscure history: message editing and unsending may leave only a partial record (§6).

Account is not identity: the stores show account activity; attributing it to a person needs care (§6, guide 105).

Apps and formats evolve: Apple changes these applications and their stores across versions, so behaviour is

checked per version (§3).

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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§  1  1  ·  I N T E R R O G A T O R I E S  &  D R A F T I N G  A I D S

Questions to ask · Suggested wording

Ask your client

Which communications matter, and are they email, Messages or Notes, so the right stores and the estate can

be targeted?

Has the Mac and any paired device been preserved promptly, so deleted items and snapshots survive?

Are there locked notes, and is the password or account access available lawfully?

Ask your opponent

Please preserve and disclose the Mail, Messages and Notes data on the device at Schedule 1, including

deleted and recently-deleted items, across the Mac, iCloud and any paired devices, and any snapshots or

backups.

Please confirm whether relevant communications have been deleted, edited or unsent, and when.

Please provide access to any locked notes relevant to the matter.

Ask your eDiscovery / forensic provider

What does the local Mail store, Messages database and Notes store hold, including deleted content?

How is the trail corroborated across iCloud and paired devices, and any deletion assessed?

What can and cannot be recovered, including any locked notes, and at what confidence?

S U G G E S T E D  WO R D I N G  ·  I N S T R U C T I O N  F O R  A  M A I L ,  M E S S AG E S  A N D  N OT E S  A N A LY S I S

"We instruct you to recover and analyse the communication trail in Apple Mail, Messages and Notes on the

device at Schedule 1, relevant to Schedule 2. Please, on the acquired, decrypted device and preserving

integrity: (1) recover the local Mail store, Messages databases and Notes store, including deleted, recently-

deleted and remnant content and all attachments, and reconstruct conversations with participants, timing

and read or edit status; (2) recover deleted and earlier items from database remnants, recently-deleted

areas and APFS snapshots, and address locked notes only by lawful access, stating honestly where

content remains inaccessible; (3) interpret the material carefully, distinguishing account from person,

reading edits, unsends and deletions in context, and assessing any deletion against any duty to preserve;

(4) corroborate the communications across iCloud, paired devices, snapshots and, where relevant, the

mail server and counterpart records; and (5) record the provenance of each recovered item and state

content, timing and attribution at honest confidence."

• 

• 

• 

• 

• 

• 

• 

• 

• 
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§  1  2  ·  Q U I C K  C O N T R O L

Checklist and red flags · When to involve a digital forensic
expert

The Mail, Messages and Notes checklist

Red flags

Reliance on the mail server alone, missing the local store: Example 1.

A message deleted on one device assumed gone everywhere: Example 2.

Notes not examined: Example 3.

Recently-deleted areas not checked.

An account message attributed to a person without corroboration.

Edited or unsent messages read at face value.

Locked-note access overstated.

When to involve a digital forensic expert

Whenever communications matter and may have been deleted, and promptly, because deleted remnants are

overwritten and snapshots pruned with continued use: the expert recovers the local Mail store, Messages

databases and Notes store from the decrypted device, reconstructing deleted emails, messages and notes with

their attachments, timing and participants (Examples 1 to 3, §5), and mines Notes, the frequently overlooked

source (Example 3). The trail is corroborated across iCloud, paired devices and snapshots, so a deletion on one

device is defeated by the copies on the others (§8), and interpreted honestly, account distinguished from person,

edits and unsends read with care, locked notes addressed only lawfully, deletion assessed in context (§6).

Findings are reported at honest confidence under CPR Part 35 or CrimPR Part 19. Through cflab.uk and e-

discovery.uk, communication-trail work turns Apple's own Mail, Messages and Notes, and the estate that

replicates them, into a recovered, corroborated record of who said what, and when, that a party's deletions rarely

manage to erase.

Mac and paired devices preserved promptly; snapshots intact☐

Local Mail store recovered, including deleted email☐

Messages databases recovered, deleted messages reconstructed☐

Notes store recovered, including recently-deleted notes☐

Recently-deleted and trash areas checked☐

Attachments extracted; locked notes addressed lawfully☐

Senders, recipients, timing and edit status read☐

Communications corroborated across the estate☐

Deletion assessed in context; attribution handled with care☐

Provenance recorded; confidence stated honestly☐

• 

• 

• 

• 

• 

• 

• 
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§  1  3  ·  C O M M O N  Q U E S T I O N S

Frequently asked questions

An email was deleted from the server. Is it gone?

Often not (§4, Example 1). Apple Mail keeps a local store on the Mac that downloads and retains email, frequently

including messages deleted from the server, with their attachments and full headers. So a message a party

believes has vanished is regularly recoverable from the Mac itself, and corroborated on iCloud, a paired device or

a snapshot. The live server is only one copy of the trail; the local store and the estate usually hold more, and for

longer.

Someone deleted a message conversation. Can it be recovered?

Frequently (§4, §8, Example 2). Messages keeps local databases and syncs across devices, so a conversation

deleted on one device often survives on the Mac, in iCloud, on a paired iPhone or iPad, or in an APFS snapshot,

and can be reconstructed with participants, timing and attachments. Deleted messages may also persist in

database remnants (guide 4). Prompt preservation matters, since remnants are overwritten with use, but a

deletion on a single device rarely erases the exchange from the whole estate.

Why look at Notes?

Because it is often where the most telling content sits (Example 3, §4). People use Notes for far more than lists:

records, plans, account details, passwords, cryptocurrency seed phrases (guide 128), even admissions. Notes

stores this, with attachments, and keeps recently-deleted notes and syncs across the estate, so deleted notes are

frequently recoverable. It is a commonly overlooked source, which is exactly why it rewards examination

alongside mail and messages, and why a thorough analysis always includes it.

Can you open a locked note?

Only by lawful means (§6, guide 133). Locked notes are encrypted and require the note's password or access

through the account, so they are addressed like any other encrypted content: by cooperation, the password, or

lawful process, not by breaking the encryption. Where access cannot lawfully be obtained, the note's

inaccessibility is stated honestly. The existence of a locked note may itself be relevant, but its content is reached

only through a proper, lawful route.

Does a message prove who sent it?

It shows the sending account; attributing it to a person takes care (§6, guide 105). A machine may be shared, and

an account is not automatically an individual, so a message or email is attributed to the account first and to a

person only with corroboration, other artefacts, the estate, surrounding evidence. Edits and unsending in

Messages also mean an apparent history may be partial. So content and attribution are stated at honest

confidence, distinguishing what is certain from what is inferred.

How quickly must we preserve the devices?

Promptly (§4, §8). Deleted emails, messages and notes survive in remnants and snapshots only until they are

overwritten or pruned by continued use, and locked or synced content can change, so the sooner the Mac and

any paired devices are preserved and acquired, the more of the trail survives. As with Mac acquisition generally

(guide 131), securing the devices quickly, without careless use, maximises what can be recovered from Mail,

Messages and Notes.
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§  1  4  ·  R E F E R E N C E

Glossary

Local mail store

Email downloaded and kept on the Mac by Apple Mail.

Messages database

The local store of iMessage and SMS conversations.

iMessage

Apple's messaging service, distinct from SMS.

Notes store

Where the Notes app keeps notes and attachments.

Locked note

An encrypted, password-protected note.

Recently deleted

A grace-period area holding deleted items briefly.

Attachment

Media or files sent with an email, message or note.

Unsend / edit

Message features that remove or change a sent message.

Sync

Replication of data across iCloud and Apple devices.

Remnant

Deleted data recoverable from a database or free space.

Sources and authoritative references

The communication-recovery disciplines in this guide draw on materials published by our laboratory and e-discovery

practice, referenced here as sources:

cflab.uk, digital forensics services (Mail, Messages and Notes recovery, deleted-message analysis, CPR Part 35 and CrimPR

Part 19 reporting): cflab.uk/digital-forensics-services · guides library: cflab.uk/guides

e-discovery.uk, EDRM Phase 04 · Collection and Phase 06 · Analysis (message and mail recovery as practised): e-

discovery.uk/edrm/collection · e-discovery.uk/edrm/analysis

e-discovery.uk, practice method and Knowledge Centre: e-discovery.uk · e-discovery.uk/knowledge

Apple Platform Security guide (Messages, Mail, Notes and iCloud data protection): support.apple.com, Platform Security

Forensic Science Regulator, Code of Practice v2 (recovery and interpretation): gov.uk, FSR Code · ISO/IEC 27037: iso.org,

27037

PD 57AD and CPR Part 31 · CPR Part 35 · UK GDPR (proportionate handling of communications data): justice.gov.uk, PD 57AD

· justice.gov.uk, Part 35 · ico.org.uk

D I S C L A I M E R

This publication provides general information about macOS Mail, Messages and Notes forensics as at

August 2026. Apple's applications, their local stores and their sync behaviour change across versions, and

the recoverability of deleted content depends on the device, its use since the relevant events and the

survival of remnants and snapshots; locked notes require lawful access. Communications data must be

handled proportionately and in accordance with the UK GDPR. The worked examples are fictional. This

guide is not legal advice, does not create a professional relationship, and should not be relied upon in

place of advice on the facts of a specific matter from a qualified lawyer or a suitably qualified forensic

practitioner. Links were live at the date of publication.

• 

• 

• 

• 

• 

• 
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§  H O W  A  S P E C I A L I S T  L A B O R A T O R Y  C A N  A S S I S T

Working with Computer Forensics Lab

Communication-trail work at the laboratory recovers the record that parties most often try to erase, and usually

cannot. On the acquired, decrypted Mac (guides 131, 133), the local Mail store, the Messages databases and the

Notes store are recovered whole, including deleted, recently-deleted and remnant content and all attachments,

and conversations are reconstructed with their participants, timing and handling (Examples 1 and 2). Notes, the

frequently overlooked source that so often holds the decisive material, lists, records, credentials, seed phrases,

admissions, is examined alongside mail and messages, with deleted notes recovered from recently-deleted areas

and snapshots (Example 3). Everything is interpreted honestly: account distinguished from person, edits and

unsends read with care, deletions assessed in context and against any duty to preserve, and locked notes

addressed only by lawful access with any residual inaccessibility stated plainly. Because the trail is replicated

across iCloud, paired devices, snapshots and, where relevant, the server and counterpart, findings are

corroborated across the estate, so a deletion on one device is defeated by the copies on the others.

Communications are handled proportionately under the UK GDPR and reported at honest confidence, with

provenance recorded, under CPR Part 35 or CrimPR Part 19. Conflicts checks, confidential scoping discussions

and fixed-fee estimates are routine; and the recurring reassurance is that on the Apple estate, who said what,

and when, is far more often recoverable than a party's deletions would suggest.

Speak to a forensic examiner, not a salesperson.

Describe your matter in confidence and an examiner will respond the same working day. Conflicts checks and

scoping calls with US counsel are routine.

Computer Forensics Lab Ltd · Euro House, 133 Ballards Lane, Finchley, London N3 1LJ, United Kingdom

cflab.uk · Customer service +44 (0)20 7164 6915 · ICO ZB395023 · NPCC · ISO 17025 aligned practice · UK Gov Digital Marketplace 

I  N  S  T  R  U  C  T     T  H  E     L  A  B

N E W  E N Q U I R I E S

+44 (0)20 7164 6971

E M A I L

info@cflab.uk

E - D I S C O V E R Y

e-discovery.uk
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