OneDrive Evidence

OneDrive evidence is complex, involving cloud and device components. This guide details its
anatomy, collection strategies, deletion recovery, exfiltration patterns, and common pitfalls,
providing essential insights for UK legal professionals.
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Questions and answers

Files were deleted from One Drive six months ago, unheld. Gone?

From the cloud's own layers, yes: both recycle stages will have expired. The ensemble
answer runs: any synced machine that disconnected or sat offline before processing the
deletions (the time-capsule check comes first); third-party tenant backup sets; copies
proliferated by sharing (recipients' drives and mailboxes); and the audit trail, if exported in
time, proving what existed and when it went. Example 1 is the standard shape: cloud-clean,
ensemble-rich.

Can we tell if someone downloaded the whole drive before resigning?

Usually, convergently: audit d own load events (volume, cluster in g, folder coverage) plus
device-side arrivals (the tree material is in g locally, hydration state flipping) plus onward
traces (USB, uploads, personal sync). The report frames it against role baselines and
canvasses the innocent twins: h and over packs and IT migrations produce similar shapes
with different contexts: which is exactly the analysis that separates a finding from an
accusation.

What does a sharing link actually prove?

Its records prove creation (account, time, link type, target item), configuration (anyone vs
specified people, expiry, password) and access (events with timestamps and, for external
access, source context): a mechanism- and-audience record. What they do not prove alone is
the human intent behind creation: Example 2 needed the access pattern and the browser
session to close that gap. Collect the states and events, then build the join: the link is the start of
the proof, not its end.

The custodian says the sync client "did things on its own". Plausible?

Sometimes: clients do generate conflict copies, re-uploads after offline edits, and bulk activity
on reconnection: shapes that can mimic deliberate action in the event stream. The client's own
logs distinguish them: session context, error records, the difference between user-initiated

and engine-initiated operations: which is one more reason the databases and logs are collected,
and why event-stream conclusions are drawn with the client diary open beside them.

How do One Drive and Share Point evidence differ?

Mechanically little: One Drive is personal Share Point under the surface: versions, recycle
stages and sharing behave alike. Evidentially much: One Drive is one custodian's world
(attribution starts narrow), while Share Point is the shared estate (permissions and the pool
come first, per guide 55 next). Files also migrate between them: a "personal” folder shared
widely has become a library in practice: so scoping walks the actual sharing state, not the
product name.

What single step most often decides One Drive matters?

The device census, run early and taken seriously: tenant device records plus client logs, every
machine located and preserved. It finds the disconnected mirror (the account's time capsule),
surfaces the personal-account sync, and defines the imaging plan the joins depend on. Cloud
collection is the visible half of this source; the census is how the invisible half stops being
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