
Preserving Evidence After A Cyber Attack
Or Ransomware Incident
Understanding how to preserve evidence after a cyber attack or ransomware incident is
crucial for UK litigators, in-house counsel, and investigators. This guide details the necessary
steps to secure digital evidence, supporting legal and regulatory obligations while navigating
business recovery challenges.
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Questions and answers

Won't preservation slow down our recovery when every hour of d own time costs
money?

Marginally and in parallel, not serially: imaging designated systems and export in g logs runs
alongside containment, and the §3 order in g exists precisely to avoid gating the rebuild: hours
of examiner work against Example 2's two-year alternative. The expensive version of
preservation is the one attempted retrospectively.

Should we pay the ransom, and does forensics bear on it?

That is a legal-strategic decision taken under advice: sanctions screening on the attribution
evidence, insurer position, data-recovery realities and leak-site risk all feed it: and the
preserved artefacts (strain, communications, exfiltration analysis) are its factual inputs:
Example 3's firm declined from an evidenced position. Forensics does not make the call; it
makes the call informed.

How can we possibly know within 72 hours what data was affected?

Often only part i all y: which the regime anticipates: the initial report states what is assessed,
staged supplementation follows the analysis, and the §3-preserved logs are what let the
assessment converge quickly: Example 1's hour-60 answer. What the clock punishes is not
incomplete knowledge but unassessed assertion.

The attackers cleared the server logs. Is the investigation over?

No: log-clearing is expected tradecraft and §8's whole design answers it: the network layer,
identity provider, EDR telemetry, backup systems and external sources each hold independent
copies of phases the attacker could not reach: and the clearing itself, documented per guide
110, is evidence. Single-source dependence is the vulnerability; the layered harvest is the
cure.

Our insurer's IR firm is handling everything. Do we need our own forensic adviser?

For evidence, prudently yes: the panel's mandate is containment, recovery and the claim, and
§5's preservation gap is structural, not a criticism: your adviser states the mandate, takes
custody of the preserved estate, and serves the audiences the panel does not: supplier claims,
subject-action defence, the eventual disclosure exercise. One estate, two mandates, both
staffed.

Can we prove data was NOT taken?

Sometimes, and it is precious when possible: bounded egress volumes, bracketed access,
absent staging progression and a silent leak site: Example 3's finding: supportable only where
the network and platform layers were harvested in hour one. The negative cannot be
reconstructed later: it is the single best argument for treating
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