Recovering Evidence From Deleted Microsoft
365 User Accounts

Microsoft 365 user accounts pass through recoverable states with clocks attached after
deletion. Understanding soft deletion, inactive mailboxes, and hard deletion is crucial for
evidence recovery. This guide outlines preservation and collection strategies, including
reconstruction from the wider estate when an account is gone, and addresses legal
consequences of leaver processes.
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Questions and answers

IT deleted the account last week. Is the data gone?

Almost certainly not yet: the account is soft-deleted and restorable in full for the platform's
window (currently 30 days), One Drive has its own retention period, and any hold in place has
made the mailbox inactive (83). Restore today, hold, collect: Example 1's sequence. The
answer changes with every day of delay.

What is an inactive mailbox and how do we get one?

A mailbox preserved after its user is deleted because a litigation hold or retention policy
applied at deletion: no user, no licence, contents searchable and exportable for the hold's life.
It is created by holding the mailbox before deletion, or by restore-hold-delete inside the
soft-deletion window (85): the mechanism a litigation-aware leaver process invokes for
anyone relevant.

The account was hard-deleted a year ago with no hold. What now?

Reconstruction (86): the custodian's correspondence from counterparts' mailboxes and
external parties, their work product from shared stores, their chats from other members'
copies, their activity from audit logs, and their stores from backups and devices where they
exist: Example 2 rebuilt a central custodian this way with measured coverage. The account's
stores are gone; the footprint largely is not.

Our leaver process deleted a relevant account after the dispute began. How bad is it?

It depends on the duty date and what remains: deletion after contemplation is a preservation
failure (87) whose consequences scale with the gap and its explanation: mitigated substantially
by prompt, honest reconstruction and candid evidence about the process. Fix the process now
for every other custodian; the second deletion is the one that turns a failure into a pattern.

Doesn't UK GDPR require us to delete leavers' data?

It requires minimisation in the ordinary course and permits retention where legal claims

require it: both branches, documented: a leaver process needs a litigation-pause step precisely
so that the ordinary branch does not run when the exceptional one applies (87). Citing GDPR
for a deletion after contemplation concedes the duty was known and not met.

Can we tell whether the opponent's deleted custodian is really unrecoverable?

Ask 811's questions: account state, hold status at deletion, One Drive and audit retention, and
reconstruction attempted: the answers either evidence a genuine hard deletion with honest
reconstruction, or reveal windows that were open and unused, holds that never reached the
leaver, and a 86 effort never made: Example 3's application was built on exactly that gap
between what the platform allowed and what the opponent did. cflab. u k - e-disc ove ry. u k
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