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Wear OS and Android Paired-Device Forensics

Watches, Tablets, Earbuds and Cars: The Wider Android Estate, Its Stronger
Attribution and Its Many Makers

An Android phone rarely lives alone. A smartwatch on the wrist, running Wear OS or a
manufacturer's own system, records the wearer's heart rate, activity and movement and mirrors
the phone's notifications and messages. A tablet shares the Google account and much of its
data. Earbuds, cars and other accessories pair with the phone and leave records of when and
where they were connected. Together these form a paired estate that, as on the Apple side, both
strengthens attribution, because a watch worn on the body ties data to a person more directly
than a phone in a pocket, and provides redundancy, because the same data is reachable from
more than one device. But the Android estate is more varied than Apple's. Watches come from
many makers with different systems and different stores, they pair through different apps, and
some hold data the phone never sees. This guide sets out for UK lawyers what Android
wearables and paired devices record, why they strengthen attribution, how they are acquired

across their many makers, and how the wider estate widens and corroborates the evidence.

@ Estimated reading time: 24 min read
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§ ABOUT THE AUTHOR

PREPARED BY COMPUTER FORENSICS LAB E-DISCOVERY TEAM

Computer Forensics Lab is a London-based digital forensics and electronic disclosure practice established in
2007. Android wearable and paired-device analysis is a valuable part of its mobile work: acquiring watches,

tablets and accessories across their many makers and systems, using a worn device's data for stronger

attribution, recovering the health, notification and location data the watch holds, and treating the paired estate as
a redundant, corroborating whole. The analysis places a person and their activity with care and is reported under
CPR Part 35 and CrimPR Part 19.

ESTABLISHED 2007 - LONDON ISO 17025-ALIGNED PROCEDURES WEAR OS & WEARABLE FORENSICS

PAIRED-DEVICE ESTATE ANALYSIS CPR PART 35 EXPERT REPORTS
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§ 01T - ORIENTATION

Executive summary

The headline point: an Android phone rarely lives alone, and its smartwatch, tablet, earbuds, car and other
paired devices form an estate that strengthens attribution, because a watch worn on the body ties data to a
person more directly than a pocketed phone, and provides redundancy, because the same data is reachable
from more than one device, but the Android estate spans many makers and systems, so each device is acquired
on its own terms.

What they record (§3): a watch's heart rate, activity, motion and mirrored notifications and messages; a
tablet's shared account data; and accessories' connection records of when and where they paired.
Stronger attribution (§4): a device worn on the body ties its data to a person more directly than a phone,
stronger though never absolute. Many makers (§5): Wear OS, Samsung's and others' watches and their
companion apps differ, so each is acquired by the method its maker and system permit. Interpretation
(§6): health data read as indicative and sensitive, gaps as unworn or uncharged, shared data reconciled.
Deployment (§7): the wrist for attribution, the tablet and estate for redundancy and corroboration, and
paired-device records for presence and movement.

» The phone rarely lives alone: watch, tablet, earbuds, car, a paired estate.

» The device on the body: stronger attribution than a phone in a pocket.

» Redundancy: the same data reachable from more than one device.

» Many makers: Wear OS, Samsung and others, each acquired on its own terms.

» Connection records place things: when and where accessories paired.

The Android paired estate: attribution, redundancy, many makers

Android phone

Watch (worn): health, motion
Earbuds / car: connections

Tablet: shared account

the watch strengthens attribution; the estate provides redundancy; each device is acquired on its own terms

Figure 1 - the Android phone's paired estate of watch, tablet, earbuds and car strengthens attribution through the worn device, provides
redundancy, and spans many makers each acquired on its own terms.
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§ 0 2 - FIRST PRINCIPLES

The problem in plain English: the phone rarely lives alone

The Apple Watch guide (guide 157) made the case that a wearable is easy to overlook and valuable for three
reasons: attribution, because a watch is worn on the body rather than carried; its own data, because it records
health, motion, messages and location, some independently of the phone; and the estate, because it is one node
in a paired ecosystem that shares and corroborates data. All three reasons apply to Android. A smartwatch on the
wrist, whether it runs Google's Wear OS, Samsung's Galaxy Watch software or another maker's system, records
its wearer's heart rate, activity and movement, mirrors the phone's notifications and often its messages, and may
hold location of its own. A tablet signed into the same Google account shares photos, messages, files and app
data. And a widening circle of accessories, earbuds, headphones, cars, fitness bands, smart-home devices, pairs
with the phone and leaves records of when and where each connection happened.

What Android adds is variety, and it changes how the estate is handled. Where the Apple estate is one
company's devices speaking one language, the Android estate spans many makers and systems. A Wear OS
watch and a Samsung watch store their data differently, pair through different companion apps, and back up to
different clouds, and some watches hold data the phone never sees, so each is acquired by the method its maker
and system permit, exactly as the phones are (guide 161). The companion app on the phone, Google's or the
manufacturer's, is often the richest and most accessible source of the watch's data, and the Google account and
the maker's cloud hold further copies. And the accessory records, the Bluetooth pairing and connection logs on
the phone, are evidence in their own right: they show that a particular set of earbuds, a particular car, a particular
device was connected to the phone at a particular time, which can place the phone, and its owner, in a car or a
room, or show that two people's devices were near each other. The task, then, is to remember the estate, to use
the worn device for stronger attribution, to acquire each paired device on its own terms, to recover the health,
notification, location and connection data the estate holds, and to treat it as a redundant, corroborating whole.
This guide sets out how.
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§ 0 3 - WHAT THEY RECORD

What Android wearables and paired devices record

» The watch: health and motion: heart rate, steps, activity, sleep and motion recorded on the wrist, often the
primary source of this data, tied closely to the wearer (guide 150): the wrist health record.

- The watch: notifications and messages: the phone's notifications mirrored to the watch, and messages
readable and sometimes answerable from it, so communications survive and are corroborated on the wrist
(guide 165): the mirrored communications.

» The watch: its own apps and location: apps running on the watch with their own data, and location from the
watch's own positioning where it has it (guides 167, 168): the watch's own life.

» The tablet: shared account data: a tablet on the same Google account holding synced photos, messages,
files and app data, a second window onto the account (guide 164): the shared window.

» Accessories: connection records: the phone's Bluetooth and pairing logs recording which earbuds, car, band
or device connected and when, and the car's or accessory's own records where it keeps them (guide 141): the

connection trail.

01 02 03 04 05

WATCH HEALTH / MIRRORED COMMS TABLET (ACCOUNT) CONNECTION PAIRED ESTATE
MOTION RECORDS

Figure 2 - the Android estate's records: the watch's health, motion and mirrored communications, the tablet's shared account data, and
the connection records of accessories and cars.
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§ 04 - STRONGER ATTRIBUTION

Stronger attribution: the device on the body

» Worn on the body: the watch strapped to a wrist and worn, so its heart-rate, activity and motion data are tied
to a particular person's body more directly than a phone's (guide 157): the bodily link.

» Stronger, not absolute: the attribution materially stronger than a pocketed phone's but not certain, since a
watch can be removed or worn by another, so it is stated with that caveat (guide 105): the calibrated strength.

- Heart rate as a worn-when signal: live physiological data present only while worn, so its presence indicates
the watch was on someone's wrist at the time (guide 157): the worn indicator.

« Connections as proximity signals: a paired accessory's connection showing the phone was within range of
that device, a car, a set of earbuds, another person's device, so proximity and presence are evidenced (§3):
the proximity link.

» Corroborate the wearer: attribution corroborated with the phone, the account and other evidence, so who
was wearing or carrying the devices is established, not assumed (guide 130): the corroborated person.
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§ 05 - MANY MAKERS

Many makers: acquiring across the Android estate

» Wear OS, Samsung and others: watches running Google's Wear OS, Samsung's software or other makers'
systems, each storing data differently, so each watch is identified and acquired by the method its system
permits (guide 161): the per-maker acquisition.

« The companion app first: the watch's companion app on the phone (Google's or the maker's) often holding
the richest and most accessible copy of the watch's data, so the phone is a major source of watch data (guide
167): the phone-side copy.

» The watch itself: the watch acquired as a device in its own right where its system permits, since it may hold
data the phone never received (guide 157): the watch acquisition.

» The clouds: the Google account and the maker's cloud (Samsung Health, Fitbit and equivalents) holding
synced health, activity and watch data, reachable lawfully (guide 164): the cloud copies.

- Sound and proportionate: every device acquired with integrity preserved and, given health data's sensitivity,
proportionately (guides 2, 20): the sound, proportionate estate recovery.
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§ 0 6 - INTERPRETATION AND HONEST LIMITS

Interpretation and honest limits

« Indicative and sensitive: the watch's health and motion data read as indicative rather than clinical, and
handled as special-category data (guide 150): the honest, careful reading.

- Attribution stated honestly: the stronger wrist attribution stated as stronger but not absolute (§4): the
calibrated attribution.

- Gaps read honestly: data absent when the watch was unworn or uncharged, and connection records absent
when an accessory was off or out of range, so a gap is not read as inactivity or absence (guide 157): the gaps
understood.

» Reconcile across devices: data reconciled across watch, phone, tablet and clouds, so the same event is not
double-counted and differences are understood (guide 130): the reconciled estate.

» Connections read for what they show: a connection record showing proximity and pairing, not what was
done, so it is read as a presence signal and corroborated (guide 141): the connection's honest meaning.
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§ 0 7 - DEPLOYMENT

Deployment: the wrist, the tablet and the wider estate

« Stronger attribution of activity: the worn watch tying activity, movement and presence to a person more
strongly than a phone, so an account of what a person was doing is tested with better attribution (guides 150,
157): the attributed activity.

« Placing the phone by its connections: connection records placing the phone in a car, with a set of earbuds, or
near another device at a time, corroborating location and presence (guides 168, 141): the connection-placed
phone.

» Recovering what the phone lacks: the watch, tablet or clouds holding evidence the phone has lost, wiped or
never had, so the estate fills gaps (guide 130): the recovered gap.

» Corroborating the phone: the estate's data corroborating the phone's, so a finding rests on more than one
device (guide 130): the corroborated finding.

- Honest, proportionate presentation: the estate findings reconciled, attributed with honest strength, health
data handled proportionately, and presented at honest confidence under CPR Part 35 or CrimPR Part 19
(guides 100, 20): the estate evidence deployed defensibly.
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§ 0 8 - THE WIDER MAP

Source architecture: where else the evidence lives

Per this series' source-architecture discipline: the Android paired estate is a redundant, multi-maker web around
the phone, and its value lies both in the distinctive attribution of the worn device and in the many places the same
data can be reached. The watch holds its own health, motion, app and location data and mirrored
communications. But the companion app on the phone holds much of the watch's data and is often the easiest
route to it; the Google account (guide 164) and the maker's cloud (Samsung Health, Fitbit and equivalents) hold
synced health and watch data reachable regardless of the phone's lock; a tablet on the same account holds
shared photos, messages and files; the phone's Bluetooth and pairing logs and the car's or accessory's own
records hold the connection trail; and, where the phone is lost, wiped or sealed (guide 163), the watch, tablet and
clouds supply what it cannot. The discipline is to treat the watch as a distinctive source for attribution, to acquire
each device by the method its maker permits, and to treat the whole estate as redundant, so that the same
evidence is corroborated across devices and a single device's absence rarely ends the enquiry. When the phone

is gone, the watch, tablet or cloud holds the data; when attribution is in issue, the worn watch strengthens it; and
when presence is in issue, the connection records place the phone.

GOOGLE /
WATCH COMPANION ACCESSORY / IF PHONE
EVIDENCE MAKER TABLET
(WORN) APP (PHONE) CAR RECORDS GONE
CLOUD
Health / motion Y: primary Y: synced Y: synced Some n/a Y: watch /
cloud
Messages / Y: mirrored Y: main store Y: if synced Y:if Car: call / message ~ Watch /
notifications synced logs tablet may
hold
Location Y: own or Y: richer Y: Location Some Car: navigation / Watch /
via phone History trips cloud may
hold
Presence Y: heart Pairing logs Synced record n/a Y: connection Y: watch,
(worn / near) rate times car
Attribution Stronger Device-level Account-level Device- Proximity Stronger via
strength (wrist) level watch

Fallback strategy in one line: use the worn watch for stronger attribution, the companion app and clouds as the
accessible routes to its data, and the tablet, accessories and car for redundancy and presence; when the phone
is gone, the estate commonly holds the same data.
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§ 09 - IN THE WILD

Worked examples

EXAMPLE 1 - THE WATCH THAT STRENGTHENED ATTRIBUTION

A matter turned on whether a particular person, rather than someone else using their phone, was engaged
in an activity at a time. The §4 watch answered it: its §3 heart-rate and motion data, recorded on the wrist
and present only while worn, tied the activity to a person's body far more directly than the phone could
(guide 150). The watch was a Samsung model, so its data was §5 acquired through its companion app and
the maker's cloud as well as the device (guide 161), and the §6 attribution was stated as stronger but not
absolute and corroborated with the phone and account. The worn device answered what the phone alone
left open. The lesson is §4's: a watch worn on the body ties its data to a person more directly than a
pocketed phone, giving materially stronger attribution, which, stated honestly and corroborated, can
answer questions of who was doing what that the phone cannot.

EXAMPLE 2 - THE CAR CONNECTION THAT PLACED THE PHONE

A party denied having been in a particular vehicle. The §3 connection records told a different story: the
phone's Bluetooth and pairing logs showed it connecting to that car's system at the relevant times, and the
§8 car's own records (guide 141) showed the phone paired, calls routed through it and a navigation trip. Per
§6 the connection was read for what it showed, that the phone was within range of and paired to the car,
and §7 corroborated with the phone's location data (guide 168), so the placement rested on convergence.
The §4 inference to the person was made with care. The connection trail placed the phone in the car. The
lesson is §3's and §7's: accessory and car connection records show when and where a phone paired with
a device, so they can place the phone, and by careful inference its owner, in a car or a room, read as a
proximity signal and corroborated with location.

EXAMPLE 3 - THE WIPED PHONE AND THE ESTATE AROUND IT

A party's Android phone had been wiped before examination. The §8 paired estate rebuilt the picture: the
§3 watch still held health, notification and location data not removed from it, the §3 tablet on the same
Google account held synced photos, messages and files, the §5 companion app data had synced to the
maker's cloud, and the §8 Google account held backups and Location History (guide 164). The devices
were §6 reconciled without double-counting. The wiped phone had not been the only copy. The lesson is
§8's: the Android estate is redundant, so where the phone is lost, wiped or sealed, the watch, tablet,
companion-app clouds and Google account frequently hold the same data, and remembering the estate
can recover evidence that the phone's absence appeared to have destroyed.
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§ 1 0 - WHERE IT GOES WRONG

Common mistakes and technical limitations

Common mistakes
« Forgetting the estate: the cardinal error, examining the phone and overlooking the watch, tablet and
accessories (§2).

« Overstating attribution: treating wrist attribution as absolute rather than stronger but not certain (Example 1,
§4).

» Treating all watches alike: acquiring a Samsung watch as though it were Wear OS, or vice versa (§5, guide
161).

« Ignoring the companion app and clouds: not using the most accessible routes to the watch's data (§5).

« Overlooking connection records: missing the Bluetooth and pairing logs that place the phone (Example 2,
§3).

- Reading a gap as inactivity or absence: treating an unworn watch or an unconnected accessory as proof
nothing happened (§6).

» Double-counting synced data: counting the same event on watch, phone and cloud as several (§6).

« Giving up on a wiped phone: not rebuilding from the estate (Example 3, §8).

Technical limitations

« Attribution is stronger, not absolute: a watch can be removed or worn by another (§4).
- Maker variation: watches and their stores differ, so acquisition is per device (§5).

» Gaps when unworn or disconnected: data is absent off the wrist or out of range (§6).

- Health data is indicative and sensitive: a sensor estimate, handled proportionately (§6).

» Connections show proximity, not action: a pairing record does not show what was done (§6).
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§ 11T - INTERROGATORIES & DRAFTING AIDS

Questions to ask - Suggested wording

Ask your client

« Is there a watch, tablet, or paired car or accessories, and might they strengthen attribution or hold data the

phone does not?

» What make and system is the watch, and are its companion app, the Google account and the maker's cloud

available?

« If the phone is lost or wiped, what does the estate hold?

Ask your opponent

 Please preserve and disclose, proportionately, the data on the watch, tablet and paired devices at Schedule 1,
including health, notification, location and connection data, and the associated companion-app, Google and

manufacturer cloud data.
» Please confirm which devices and accessories are paired with the phone and their connection history.

» Please confirm who wore the watch during the relevant period.

Ask your eDiscovery / forensic provider

» What does the watch hold, how strongly does its worn data attribute activity, and how is it acquired for this

maker?
» What do the connection records show about where the phone was and what it paired with?

» Where the phone is unavailable, what does the estate hold, and how are gaps read?

SUGGESTED WORDING - INSTRUCTION FOR AN ANDROID PAIRED-DEVICE ANALYSIS

"We instruct you to examine the watch, tablet and paired devices associated with the Android phone at
Schedule 1relevant to Schedule 2. Please, preserving integrity and handling health data as special-
category material: (1) identify each paired device's make and system, and acquire each by the method it
permits, using the companion app on the phone, the watch itself where possible, and the Google and
manufacturer clouds; (2) recover the watch's health, motion, notification, message, app and location data,
the tablet's shared account data, and the phone's, car's and accessories' connection records; (3) use the
worn watch's data to strengthen attribution, stating it as stronger but not absolute and corroborating who
wore it, and read connection records as proximity signals corroborated with location; (4) treat the paired
devices and clouds as a redundant estate, reconciling shared data without double-counting, and, where
the phone is lost, wiped or sealed, recovering from the estate what the phone cannot supply; and (5)
interpret health data as indicative, read gaps (unworn, uncharged, disconnected) honestly, and state
findings and limits at honest confidence, handling sensitive data proportionately."
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§ 1T 2 - QUICK CONTROL

Checklist and red flags - When to involve a digital forensic
expert

The Android paired-device checklist

Watch, tablet, car and accessories identified, not overlooked

Each device's make and system identified; acquired on its own terms
Companion app, Google account and maker cloud used

Watch health, motion, notification and location data recovered

Connection records recovered from phone, car and accessories

O
O
O
O
O
[] Wrist attribution used and stated as stronger but not absolute
[] Connections read as proximity; corroborated with location

[] Estate reconciled; shared data not double-counted

[] Estate used as fallback where phone unavailable

O

Health data indicative and proportionate; gaps read honestly

Red flags

» The estate overlooked entirely: §2.

» Wrist attribution overstated as absolute: Example 1.
» All watches acquired alike regardless of maker.

» Connection records missed: Example 2.

» A gap read as inactivity or absence.

» Synced data double-counted.

» A wiped phone treated as the end of the enquiry: Example 3.

When to involve a digital forensic expert

Whenever there is a watch, tablet, car or paired accessory, and whenever attribution, presence or a missing
phone is in issue, because the estate offers what the phone cannot: the expert identifies each paired device's
make and system and acquires it on its own terms, through the companion app, the device and the Google and
maker clouds (§5, guide 161), and uses the worn watch's health and motion data to strengthen attribution, stated
honestly as stronger but not absolute (Example 1, §4). Connection records from the phone, car and accessories
are recovered and read as proximity signals corroborated with location, placing the phone where the party denies
it was (Example 2, §3, §7); the estate is treated as a redundant whole, reconciled without double-counting and
used to rebuild the picture when the phone is lost, wiped or sealed (Example 3, §8); and health data is read as
indicative and handled proportionately, with gaps read honestly (§6). Findings are reported at honest confidence
under CPR Part 35 or CrimPR Part 19. This guide continues the Android block. Through cflab.uk and e-
discovery.uk, paired-device work brings the watch on the wrist, the tablet on the account and the car in the
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drive into the evidence, for stronger attribution, placed presence and a redundancy that a single device's loss
cannot defeat.
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§ 13 - COMMON QUESTIONS

Frequently asked questions

Why examine the watch and paired devices as well as the phone?

For attribution, their own data, and redundancy (§2). A watch worn on the wrist ties its heart-rate, activity and
motion data to a person's body more directly than a phone in a pocket; the watch, tablet and accessories hold
data of their own, including some the phone never sees; and the same evidence is often reachable from more
than one device, so a lost or sealed phone rarely ends the enquiry. Connection records add a fourth reason: they
show when and where the phone paired with a car or accessory, which can place it. Overlooking the estate can
miss all of this.

Are Android watches the same as an Apple Watch forensically?

The value is the same; the variety is greater (§5). Like an Apple Watch, an Android watch gives stronger
attribution and holds its own health, motion, notification and location data. But Android watches come from many
makers with different systems, Wear OS, Samsung's and others, that store data differently, pair through different
companion apps and back up to different clouds. So each watch is identified and acquired by the method its
system permits, with the companion app on the phone and the maker's cloud often the most accessible routes,
exactly as the fragmentation principle applies to the phones.

Does the watch prove who was doing something?

It attributes activity to a person more strongly than a phone, but not absolutely (§4, Example 1). Because it is
worn, and its heart-rate data is present only while worn, the watch's activity and motion are tied to a particular
person's body more directly than a pocketed phone's, which can answer who-was-using-it questions the phone
leaves open. But a watch can be taken off or worn by another, so the attribution is stated as stronger but not
absolute and corroborated with the phone, the account and other evidence rather than treated as conclusive.

What do connection records show?

That the phone paired with a device at a time, which is a proximity signal (§3, §6, Example 2). The phone's
Bluetooth and pairing logs, and a car's or accessory's own records, show which earbuds, car, band or other
device connected and when, so they can place the phone in a car or a room, or show that two people's devices
were near each other. They show proximity and pairing, not what was done, so they are read as presence signals
and corroborated with location data, and the inference from the phone to its owner is made with care.

Can the estate help if the phone is wiped or lost?

Often, yes (§8, Example 3). The watch holds its own health, notification and location data; a tablet on the same
Google account holds synced photos, messages and files; the companion app's data syncs to the maker's cloud;
the Google account holds backups and Location History; and a car may hold call, message and trip records.
Reconciled without double-counting, these frequently rebuild much of what the wiped phone would have shown,
so the estate's redundancy means a single device's loss rarely ends the enquiry.
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Is watch health data reliable evidence?

It is valuable but indicative, and sensitive (§6, guide 150). Like the phone's, the watch's health and motion data
are consumer sensor estimates, read as indications of activity, rest or exertion rather than precise clinical fact,
with gaps (when unworn or uncharged) not read as inactivity. It is also special-category personal data, handled
proportionately and with heightened protection. Read this way and corroborated across the estate, it is powerful,
especially given the stronger wrist attribution; presented as clinical fact, it would be overstated.
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§ 1 4 - REFERENCE

Glossary

Wear OS Connection record

Google's smartwatch operating system. A log of when a device paired or connected.
Companion app Proximity signal

The phone app that manages and syncs a watch. Evidence the phone was within range of a device.
Paired estate Maker cloud

The phone's linked watch, tablet, car and accessories. A manufacturer's health or watch cloud service.
Attribution Redundancy

Linking recorded data to a particular person. The same data held on several devices.

Worn device Indicative

A device on the body, giving stronger attribution. An estimate, not a clinical measurement.

Sources and authoritative references

The paired-device disciplines in this guide draw on materials published by our laboratory and e-discovery practice,
referenced here as sources:

« cflab.uk, digital forensics services (Wear OS and wearable forensics, paired-device estate analysis, CPR Part 35 and CrimPR
Part 19 reporting): cflab.uk/digital-forensics-services - guides library: cflab.uk/guides

» e-discovery.uk, EDRM Phase 04 - Collection and Phase 06 - Analysis (multi-device collection and corroboration as practised):
e-discovery.uk/edrm/collection - e-discovery.uk/edrm/analysis

e-discovery.uk, practice method and Knowledge Centre: e-discovery.uk - e-discovery.uk/knowledge

Google, Wear OS documentation and Health Connect; Samsung, Galaxy Watch and Samsung Health: developer.android.com,
Wear OS - developer.android.com, Health Connect - samsung.com, Samsung Health

Forensic Science Regulator, Code of Practice v2 (attribution, interpretation and honest reporting) and ISO/IEC 27037; ICO,
special-category data (health): gov.uk, FSR Code - iso.org, 27037 - ico.org.uk

PD 57AD and CPR Part 31 CPR Part 35: justice.gov.uk, PD 57AD - justice.gov.uk, Part 35

DISCLAIMER

This publication provides general information about Wear OS and Android paired-device forensics as at
September 2026. Watches, tablets and accessories vary by maker and system in what they record and
how they are acquired; worn-device attribution is stronger than a phone's but not absolute; health data is
indicative and is special-category personal data to be handled proportionately; and connection records
show proximity rather than action, while gaps when a device is unworn, uncharged or disconnected are
not proof of inactivity. The worked examples are fictional. This guide is not legal advice, does not create a
professional relationship, and should not be relied upon in place of advice on the facts of a specific matter

from a qualified lawyer or a suitably qualified forensic practitioner. Links were live at the date of

publication.
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https://cflab.uk/digital-forensics-services
https://cflab.uk/guides
https://e-discovery.uk/edrm/collection
https://e-discovery.uk/edrm/analysis
https://e-discovery.uk/
https://e-discovery.uk/knowledge
https://developer.android.com/training/wearables
https://developer.android.com/training/wearables
https://developer.android.com/health-and-fitness/guides/health-connect
https://www.samsung.com/uk/apps/samsung-health/
https://www.gov.uk/government/publications/forensic-science-activities-statutory-code-of-practice-version-2
https://www.iso.org/standard/44381.html
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/special-category-data/
https://www.justice.gov.uk/courts/procedure-rules/civil/rules/practice-direction-57ad-disclosure-in-the-business-and-property-courts
https://www.justice.gov.uk/courts/procedure-rules/civil/rules/part35

§ HOW A SPECIALIST LABORATORY CAN ASSIST

Working with Computer Forensics Lab

Paired-device work at the laboratory brings the watch on the wrist, the tablet on the account and the car in the
drive into the evidence. Each paired device's make and system is identified and it is acquired on its own terms,
because the Android estate spans Wear OS, Samsung and other makers whose watches store, pair and back up
differently (guide 161): through the companion app on the phone, often the most accessible route, the watch itself
where its system permits, and the Google and manufacturer clouds (guide 164). The worn watch's health and
motion data are used to strengthen attribution, stated honestly as stronger but not absolute and corroborated
(Example 1, guides 150, 157). Connection records from the phone's Bluetooth and pairing logs and from the car's
and accessories' own records are recovered and read as proximity signals, corroborated with location, so they
place the phone where a party denies it was (Example 2, guides 141, 168). The estate is treated as a redundant
whole, reconciled without double-counting, and used to rebuild the picture when the phone is lost, wiped or
sealed (Example 3, guide 163); health data is read as indicative and handled as special-category material, and
gaps from an unworn, uncharged or disconnected device are read honestly. Findings are reported at honest
confidence under CPR Part 35 or CrimPR Part 19. This guide continues the Android block. Conflicts checks,
confidential scoping discussions and fixed-fee estimates are routine; and the guiding insight mirrors the Apple
side's while respecting Android's variety: the estate offers what the phone cannot, stronger attribution, placed

presence and redundancy, provided each of its many devices is acquired on its own terms.

?INSTRUCTTHELAB

Speak to a forensic examiner, not a salesperson.

Describe your matter in confidence and an examiner will respond the same working day. Conflicts checks and
scoping calls with US counsel are routine.

NEW ENQUIRIES EMAIL E-DISCOVERY
+44 (0)20 7164 6971 info@cflab.uk e-discovery.uk

Computer Forensics Lab Ltd - Euro House, 133 Ballards Lane, Finchley, London N3 1LJ, United Kingdom
cflab.uk - Customer service +44 (0)20 7164 6915 - ICO ZB395023 - NPCC - ISO 17025 aligned practice - UK Gov Digital Marketplace
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